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The Arms Race That Lost: Why Detec-
tion Tools Were Always Doomed to Fail

Weekly Analysis — https://ainews.social

There is a particular kind of product that sells not because it works
but because the alternative to buying it feels irresponsible. AI-text
detectors belong to this category. For three years institutions have
paid for software that promises to tell whether a passage of prose
came from a human hand or a language model, and for three years
the software has been quietly, structurally, unable to do so. What
is remarkable is not that the tools failed — statistical classifiers fail
all the time — but that they were sold, adopted, contracted, and
defended long after the evidence for their failure was in plain view.
This essay is about the tools themselves: what they claimed, what
they actually did, and why the gap between the two was never going
to close.

The premise underneath every detector is a small and seduc-
tive lie. It holds that machine-generated text carries a determinis-
tic statistical fingerprint — a measurable regularity in word choice,
sentence entropy, and token probability that distinguishes it from
writing produced by a person. If that fingerprint existed and stayed
put, detection would be a solved problem. But the fingerprint does
not stay put, because the thing producing it changes constantly.
When OpenAI describes its newest system as a ”partner for your
most ambitious work” [5], it is announcing, among other things, a [5] ChatGPT is now a partner for

your most ambitious workchange in the very statistical distribution that yesterday’s detector
was calibrated against. Every model release, every fine-tune, every
new open-weight competitor like the 744-billion-parameter system
documented in [GLM 5.2: 744B Open Model After Anthropic Ban
[2026]](https://www.kunalganglani.com/blog/glm-5-2-open-frontier-
model-china), shifts the target. The detector is a photograph of a face
that keeps aging.

Stanford’s own accounting of the field concedes the instability
at the root. The 2024 index, reviewing the empirical literature on
machine-text detection, catalogs the studies asking whether AI-
generated text can be reliably identified and finds the answer con-
tingent, fragile, and easily defeated [13]. This is not a marketing [13] HAI_AI-Index-Report-2024
footnote. It is the sector’s most authoritative annual survey admit-
ting that the foundational task the tools were built to perform has

https://openai.com/index/chatgpt-for-your-most-ambitious-work/
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no stable solution. And yet the market for these tools grew anyway.
That contradiction — between what the research showed and what the
procurement departments bought — is the story worth telling.

The Fingerprint That Was Never There

To understand why detection was doomed, you have to understand
what a detector is actually measuring. It is not reading for meaning.
It is scoring probabilities: given this sequence of words, how likely
is each next word under a reference model of ”typical” AI output?
Text that is too smooth, too statistically expected, too low in what
the field calls perplexity, gets flagged as machine-made. This works,
in a narrow sense, on the naive case — the student who pastes an
unedited ChatGPT paragraph, the lawyer who files an unrevised brief.
Bloomberg Law’s demonstration that spotting raw model output in
legal filings is ”easier than you think” is true precisely for this un-
modified case [7]. The tell-tale phrasing, the hedged uniformity, the [7] Detecting ChatGPT in Legal

Documents Is Easier Than You Thinkabsence of idiosyncrasy — these are detectable in the wild, and the
observation that AI content now saturates entire social platforms rests
on exactly this kind of pattern-matching at scale [2]. [2] AI Content Is Everywhere on

Social Media, Especially ...
But the naive case is not the case that matters. The moment a hu-

man edits the output — reorders a clause, swaps a synonym, breaks
a long sentence in two, adds a genuine error — the statistical signa-
ture degrades toward noise. This is not a bug that a better detector
patches. It is the mathematics of the situation. The probability distri-
bution of edited machine text overlaps, increasingly, with the distribu-
tion of human text, because a human has entered the loop. The two
populations the classifier must separate are not separate. Meredith
Broussard’s diagnosis of technochauvinism — the faith that a suffi-
ciently clever computational method must be doing the job you want,
even when a simpler check would do it better — describes the detec-
tor business exactly [13]. The fancy technology performs worse than [13] Artificial Unintelligence - How

Computers Misunderstandthe thing it replaced, but it performs impressively, and impressiveness
sells.

The instability compounds because the models are not static ob-
jects. When OpenAI rolls out a live, conversational interface [12], or [12] Présentation de GPT-Live
when Google folds generative capability into consumer tools so that
photographs can be remixed into video [8], the output distributions [8] Google Photos peut désormais

remixer vos vidéomove again. A detector trained on GPT-4’s prose is measuring a ghost
by the time GPT-4’s successor ships. Vendors respond with ”constant
retraining,” which sounds like diligence and is in fact an admission:
the product has no durable ground truth, only a perpetual chase.

https://news.bloomberglaw.com/legal-exchange-insights-and-commentary/detecting-chatgpt-in-legal-documents-is-easier-than-you-think
https://news.bloomberglaw.com/legal-exchange-insights-and-commentary/detecting-chatgpt-in-legal-documents-is-easier-than-you-think
https://news.bloomberglaw.com/legal-exchange-insights-and-commentary/detecting-chatgpt-in-legal-documents-is-easier-than-you-think
https://www.pangram.com/blog/ai-in-your-feed
https://www.pangram.com/blog/ai-in-your-feed
https://www.pangram.com/blog/ai-in-your-feed
https://openai.com/fr-FR/index/introducing-gpt-live/
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Kate Crawford’s account of the AI researcher who, asked how his tool
might be used, retreated to being ”just a researcher” captures the pos-
ture of an industry that builds the moving target and sells the aiming
device without ever owning the contradiction between them [13]. [13] The Atlas of AI - Power, Politics,

and the Planetary Costs
There is a deeper point about what ”detection” even means when

the thing being detected is designed to pass. The chatbots that most
successfully fool people, as one field survey notes, do so through gim-
mickry — posing as an eleven-year-old with limited English to explain
away every non sequitur [13]. The lesson generalizes. Any system built [13] You Look Like a Thing and I

Love Youto imitate human output will, as it improves, become harder to dis-
tinguish from human output by definition. Detection is not fighting a
fixed adversary. It is fighting the explicit design goal of the technology
it is trying to catch. That is not an arms race with a possible winner.
It is a race where one runner sets the finish line and moves it.

What the Detectors Actually Score

Strip away the dashboard and the confidence percentage, and ask the
only question that matters for a careful adopter: how often is the tool
right, and right about whom? The honest answers are worse than
the marketing and worse, in a specific and damaging way, for specific
people.

On adversarially modified text — the ordinary case of a user who
edits or paraphrases — detector accuracy collapses well below the
thresholds that would make the tools usable for any consequential
decision. The empirical studies collected in Stanford’s review show de-
tectors defeated by trivial rewrites, their reliability falling apart under
the exact conditions of real use rather than laboratory demonstration
[13]. A tool that is accurate on unedited output and unreliable on [13] HAI_AI-Index-Report-2024
edited output is a tool that catches only the users who were not trying
to hide, which is to say it catches carelessness, not deception. That is
a strange product to build an enforcement regime around.

The bias is the more serious charge. Detectors do not distribute
their errors evenly. Because they flag text for being statistically ”too
predictable,” they systematically misjudge writers whose prose is gen-
uinely more uniform — most notoriously, people writing in a second
language, whose vocabulary range and syntactic variety are narrower
not because a machine wrote the words but because the writer is
working in an acquired tongue. The consequence is a false-positive
rate for non-native English writers that renders the tools not merely
inaccurate but discriminatory in their inaccuracy. Ruha Benjamin’s
framing of the New Jim Code — technologies that encode and am-
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plify social hierarchy under a veneer of neutral objectivity — fits the
detector precisely [13]. The tool wears the costume of impartial mea- [13] Race After Technology
surement while delivering its harshest judgments to the people least
able to contest them. Stanford’s broader argument that AI is forcing
a reexamination of core assumptions in education gestures at this: the
assumption that a statistical score is a fair proxy for authorship does
not survive contact with a diverse population of writers [1]. [1] AI Challenges Core Assumptions

in Education
This is the pattern Virginia Eubanks documented across an en-

tire class of automated decision systems: tools that promise objective
triage but in practice sort and penalize the already-vulnerable, their
errors falling downhill onto those with the fewest resources to appeal
[13]. A detector that flags a fluent-but-uniform essay by a second- [13] Automating Inequality
language writer as machine-made is not malfunctioning in some cor-
rectable way. It is functioning exactly as a perplexity classifier must
function, and the population it burdens is precisely the population
that its statistical logic was always going to burden. The bias is not
a training-data accident to be scrubbed out in the next release. It is
baked into the choice of what to measure.

Consider what a vendor is actually claiming when it reports ”98%
accuracy.” The number, when it appears, almost always refers to per-
formance on a curated benchmark of unedited machine text against
clean human text — the naive case, the laboratory case, the case that
does not occur in the field. It says nothing about edited text, noth-
ing about the false-positive rate on second-language writers, nothing
about performance against a model released after the benchmark was
built. A careful adopter should treat any single accuracy figure the
way one treats a drug efficacy claim with no mention of the control
group: not as information but as the absence of it. The one question
that punctures most vendor demonstrations is simple — accurate on
whom, against which model, after how much editing? — and it is
the question the demonstrations are structured to prevent you from
asking.

The Business Model of Doubt

If the tools do not work, why were they bought? The answer is not
that buyers were stupid. It is that the product was never really sold
on efficacy. It was sold on the management of institutional anxiety,
and anxiety is a far more reliable revenue stream than performance.

The procurement pattern is visible in the way detection policies
proliferated across institutions faster than any evidence of the tools’
reliability. A survey of detection policies at fifty leading U.S. universi-

https://hai.stanford.edu/news/ai-challenges-core-assumptions-in-education
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ties documents a landscape of adoption driven by the need to be seen
doing something, with wide variation and little grounding in validated
accuracy [3]. This is procurement by fear of missing out — the insti- [3] AI Detection Policies at 50 Lead-

ing U.S. Universities - JoshWPtutional logic that says a peer bought it, a headline demanded it, and
buying it costs less reputationally than being the one place that did
nothing. The tool becomes a liability shield rather than a diagnostic
instrument. Its job is not to be right but to be present, so that when a
dispute arises the institution can point to a process.

The economics reward this. A detector sold as a diagnostic must
eventually be judged by its diagnoses. A detector sold as a compliance
instrument need only be judged by its existence. Contracts get struc-
tured accordingly — bundled into larger platform agreements, renewed
on institutional cycles insulated from any audit of hit rates, locked in
by the switching costs of integration. This is the deeper move that
Shoshana Zuboff identifies in the surveillance economy: the extraction
of value not from a service delivered to the user but from the user’s
behavioral data and the vendor’s entrenched position in the workflow
[13]. Every document run through a detector feeds the vendor’s model [13] The Age of Surveillance Capital-

ismand deepens the institution’s dependence, regardless of whether any
single verdict was correct. The tool’s failure to detect is orthogonal to
the tool’s success as a business.

Notice, too, that the companies building the language models oc-
cupy both sides of the transaction. OpenAI publishes guidance for
educators on how to respond when students present AI-generated work
as their own [6], and markets an institutional tier, ChatGPT Edu, [6] Comment les éducateurs peuvent-

ils réagir ... - OpenAI Help Centerto the very organizations scrambling to police its consumer product
[4]. The firm selling the engine of the problem also sells the enterprise [4] ChatGPT Edu chez OpenAI -

OpenAI Help Centersubscription positioned as the responsible way to contain it. Microsoft
and Google run the same play, embedding generative assistants across
their productivity and developer suites while offering the governance
framing that makes institutional adoption feel disciplined rather than
reckless. The critical readings of Google’s education deployment note
precisely this enterprise-capture dynamic — the tool arrives wrapped
in the language of safety and control, which is the language that closes
the sale [9]. [9] Google’s Gemini for Education: A

Critical Analysis of ... - LinkedIn
What none of these arrangements require is that the detector work.

That is the tell. When a product’s contract structure, renewal cycle,
and marketing all route around the question of whether it does the
thing it claims, the claim was never the point. Noam Chomsky’s ac-
count of how consent is manufactured — through institutional filters
that select for what serves power and screen out what threatens it —
has an unglamorous corollary in enterprise software procurement [13]. [13] Manufacturing Consent
The filter here selects for tools that reduce institutional exposure, and
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it screens out the inconvenient finding that the tool cannot deliver on
its face-value promise. The evidence of failure was public. The pur-
chasing continued. The two facts are compatible only if efficacy was
never the criterion.

The Trap the Tools Built

Here is the part that should trouble even the enthusiasts. The de-
tection regime did not merely fail to stop the behavior it targeted.
It actively shaped that behavior for the worse. A tool built to catch
unsophisticated AI use taught its subjects to use AI sophisticatedly.

The logic is almost mechanical. Announce that a detector scores
text for statistical predictability, and you have published the exact
specification a user needs to defeat it: edit for variety, introduce ir-
regularity, paraphrase, run the output through a second model. The
honest user who pastes raw output gets flagged; the user who learns to
launder it does not. The detector thereby imposes a selective pressure
that rewards concealment and punishes candor — the precise inverse
of what it was meant to encourage. What the tool optimizes for is not
the absence of machine assistance but the absence of detectable ma-
chine assistance, and those are very different things. The population
that remains visible to the detector is disproportionately the popula-
tion that either did nothing wrong or did not bother to hide, while the
sophisticated evader passes clean.

This dynamic corrodes something more valuable than any indi-
vidual verdict. The Conversation’s argument that the real hazard is
not cheating but the erosion of learning itself points at the damage:
when the relationship between a person and their tools is reorganized
around evading a surveillance instrument, the tool has restructured
the activity around gaming rather than doing [15]. The detector does [15] The greatest risk of AI in higher

education isn’t cheating - it’s the ...not merely fail to measure the thing; it degrades the thing by making
concealment the rational strategy. NPR’s reporting on the assessment
that AI’s risks in schools outweigh its benefits reflects this widening
recognition that the deployment has produced harms distinct from and
larger than the problem it addressed [14]. [14] Report: The risks of AI in schools

outweigh the benefits : NPR
There is a second-order harm in the false positive. Every writer

wrongly flagged learns that their genuine work is presumed guilty
by an opaque machine, and the rational response — for the innocent
as much as the guilty — is defensive: write blandly, keep drafts as
alibis, pre-empt the accusation. The tool induces the anxious, self-
surveilling behavior it claims to detect. Alvin Toffler’s diagnosis of a
society disoriented by the pace of technological change — individuals

https://theconversation.com/the-greatest-risk-of-ai-in-higher-education-isnt-cheating-its-the-erosion-of-learning-itself-270243
https://theconversation.com/the-greatest-risk-of-ai-in-higher-education-isnt-cheating-its-the-erosion-of-learning-itself-270243
https://theconversation.com/the-greatest-risk-of-ai-in-higher-education-isnt-cheating-its-the-erosion-of-learning-itself-270243
https://www.npr.org/2026/01/14/nx-s1-5674741/ai-schools-education
https://www.npr.org/2026/01/14/nx-s1-5674741/ai-schools-education
https://www.npr.org/2026/01/14/nx-s1-5674741/ai-schools-education
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overwhelmed into defensive adaptation by systems arriving faster than
they can be understood — describes the writer facing an authorship
verdict from a black box they cannot interrogate [13]. The detector [13] Future Shock
manufactures the suspicion it feeds on. It is a machine for producing
the appearance of a problem large enough to justify the machine.

Why ”Automating Trust” Fails By Design

The detector is worth this much attention because it is a clean spec-
imen of a broader and more dangerous ambition: the attempt to au-
tomate trust. Replace a human judgment — is this authentic, is this
qualified, is this permitted — with a statistical classifier, and you in-
herit every pathology the detector displayed. The failure is not specific
to text. It is generic to the move.

Content moderation runs the same logic and hits the same wall: a
classifier trained to sort acceptable from unacceptable speech produces
exactly the brittleness, the demographic skew, and the adversarial
arms race that afflict text detection, because the underlying task —
mapping a fluid, context-dependent human category onto a fixed sta-
tistical boundary — is the same impossible task. Hiring algorithms
that rank candidates, authentication systems that score identity from
behavioral patterns, image classifiers marketed as ”unbiased” through
technical intervention rather than social design [11] — each promises [11] Modelos de difusión de texto a

imagen sin sesgos | alphaXivto convert a matter of judgment into a matter of measurement, and
each thereby launders a contested human decision into an unaccount-
able technical output. Mar Hicks’s history of how technical systems
encoded and entrenched discrimination while presenting themselves
as meritocratic machinery is the cautionary text here [13]. The bias [13] Programmed Inequality
does not enter despite the automation. It enters through it, because
automation is what allows a contestable judgment to be presented as
an objective fact.

The detector’s specific contribution to this catalog is to show how
quickly the arrangement fails when the thing being classified can
adapt. Content, identity, and qualification are all, to varying de-
grees, adaptive targets — people learn what the classifier rewards and
reshape themselves toward it. Any classifier deployed as a gate be-
comes, the moment it matters, a specification for how to pass through
it while evading its intent. This is why the arms-race framing is not
a metaphor but a structural description. The gate-keeper and the
gate-crasher share the same information, and the crasher gets to move
second.

What follows is not that the underlying tools are worthless. It is

https://www.alphaxiv.org/es/overview/2402.14577
https://www.alphaxiv.org/es/overview/2402.14577
https://www.alphaxiv.org/es/overview/2402.14577
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that the governance role assigned to them was always the wrong role.
A model that flags a passage as statistically unusual has produced
a genuinely useful signal — for a human reader, weighing it against
context, prior work, the writer’s known voice, the plausibility of the
case. The same signal, handed to an automated verdict, becomes a
weapon that fires on the innocent and misses the practiced. The dis-
tinction between augmenting judgment and replacing it is the whole
game. Broussard’s insistence that we ask what job we actually need
done, and whether the fancy technology does it better than the plain
alternative, is the discipline the entire sector skipped [13]. The detec- [13] Artificial Unintelligence - How

Computers Misunderstandtor was fancy technology deployed to replace the human judgment it
should merely have informed, and its collapse is the predictable result
of that inversion. Even the emerging ethical guidance for responsible
AI use in learning environments converges on the same point — that
these systems belong in a supporting role to human decision, not in
the judge’s chair [10]. [10] Making AI in education responsi-

ble: classroom-ready ethical guidelines
...The centralization is the last piece. When trust is automated, judg-

ment migrates out of the hands of the people close to the situation
and into an opaque vendor model that no one in the affected insti-
tution can inspect, audit, or correct. The teacher, the reviewer, the
moderator becomes a functionary executing the verdict of a system
they did not build and cannot question. That transfer of authority —
from situated human judgment to remote proprietary model — is the
real product the detector was selling, and it is the product most worth
refusing. The same disorientation Toffler described attends it: deci-
sions arriving from systems too fast and too closed to be understood,
leaving the nominal decision-maker to defend outputs they cannot
explain [13]. [13] Future Shock

What a Careful Adopter Should Actually Know

The detectors are being abandoned now, quietly, the way failed en-
terprise software is always abandoned — not with a recall but with
a non-renewal. It would be easy to file this as a market correction, a
case of an immature product shaken out by experience. That reading
is too kind and, more importantly, too useless, because it implies the
next tool of this kind might work if only the technology matures. It
won’t, and the reason it won’t is the lesson worth carrying forward.

The detectors did not fail because they were early. They failed
because they were asked to do something a statistical classifier struc-
turally cannot do: draw a fixed, defensible line through a distribution
that overlaps, moves, and adapts in response to the line itself. No

https://link.springer.com/article/10.1007/s43681-026-01176-2
https://link.springer.com/article/10.1007/s43681-026-01176-2
https://link.springer.com/article/10.1007/s43681-026-01176-2
https://link.springer.com/article/10.1007/s43681-026-01176-2
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amount of retraining closes a gap that the technology on the other
side is designed to widen. The public evidence — the empirical re-
views that found detection unreliable under real conditions [13], the [13] HAI_AI-Index-Report-2024
demographic skew that turned inaccuracy into discrimination [1], the [1] AI Challenges Core Assumptions

in Educationperverse incentive that rewarded concealment over honesty [15] — was
[15] The greatest risk of AI in higher
education isn’t cheating - it’s the ...available while the contracts were still being signed. The failure was

legible in advance. What overrode the legibility was a business model
that priced the appearance of control higher than the substance of it.

So the questions a careful adopter should ask about the next tool
that promises to automate a human judgment are not technical ques-
tions about accuracy. They are structural questions. Is the thing
being classified capable of adapting to the classifier? Then the tool is
entering an arms race it will lose. Does the tool distribute its errors
evenly, or does its underlying metric burden an identifiable group?
Then the inaccuracy is not a bug to be patched but a property to be
reckoned with — the New Jim Code operating on schedule [13]. Does [13] Race After Technology
the product’s contract, marketing, and renewal cycle route around
the question of efficacy? Then efficacy is not the point, and you are
buying a liability shield priced as a diagnostic. And finally: does the
tool augment a human judgment or replace it? Because the detectors’
whole catastrophe was the replacement — the migration of authority
from a situated person who could weigh context to a remote model
that could only score probabilities and could never, in principle, be
right about the thing it claimed to measure.

The most honest verdict on the detection industry is that it was
not a bad tool. It was a category error sold as a tool. And the value
of watching it collapse is that the same error is being made, right now,
in every domain where someone is promising to convert judgment into
measurement and trust into a score. The detectors lost the arms race
because they were structurally incapable of winning it. Everything
built on the same premise will lose the same way, and the only useful
thing to learn from the wreckage is to stop mistaking a confidence
percentage for a fact.
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